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Aleksei MORENETS 


rn 


PASSPORT 



1 
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C IIIR K » d 

^ ro<.v^ocr«a / Code at V nacnopia 
D ObiA0 •** RU8 >uuing Sui& . _ ^ 

. 10 N *0135556 


m 


wpmii/ 

MORENETS 

“XjlfiKCfft CEPrEEBHW/ 
ALEKSEI 


riMUkA4*CT»tj . Nationality 

POCCMflCKAR / RUSSIAN 
OfcilEPAUHfl / FEDERATION 

“■sov.tw 




*qa / (VmxvN Me 

jBJI/ USSR 

.rsrattr 


<<<<<<<<<< <<<< 

3 <<<<<<<<<< <,c< 


Name: Aleksei Sergeyvich MORENETS 

Date of birth: 31 - 07-1977 

Place of birth: Moermanskaya Oblast 

Passport nr: 100135556 



Role: Cyber operator 
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Evgenii SEREBRIAKOV 



Name: Evgenii Mikhaylovich SEREBRIAKOV 
(a.k.a. SEREBRYAKOV) 

Date of birth: 26 - 07-1981 
Place of birth: Kursk 
Passport nr: 100135555 

Role: cyber operator 
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Oleg SOTNIKOV 




Name: Oleg Mikhaylovich SOTNIKOV 

Date of birth: 24 - 08-1972 
Place of birth: Ulyanovsk 
Passport nr: 120018866 

Role: HUMINT support 
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Alexey MININ 


POCCHfiCKAH iPEHEPAUWH RUSSIAN FEDERATION 

" '~'o V 12 0017582 



MMHNH / 

MININ 

AAEKCElft BAilEPbEBMH / 
ALEXEY 

rikUAiMi'iao. Nmt*» 

IHKCMfrCKAJ* •EAH’AUHfl t RUSSIAN «Df 


I 


01 


<<<<<< 


<:OLJ l f b O ^ ^ KUb 


- . /.««« <<< ^ 
U5<» /3H21U93U9<<<<<<<* 


Name: Alexey Valeryevich MININ 

Date of birth: 27 - 05-1972 
Place of birth: Perm Oblast 
Passport nr: 120017582 


Role: HUMINT support 
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Car rental agreement 

Citroen C3, PF-934-R 


Nijarri O.M Sotnikov 

Ad'cs PodrrtosCown Street 10 211 

Postcode ! pteats RJSS IA RUSSIA 

Russia 

Tslefoon 0617671589 

verklaren oat zi; esn ovareenkomst hebben gesloten tot huur er verhuu* 


: ^.!'jfji..rcrjr ? Minin , 27 05 '972 
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Car rental agreement 

Citroen C3, PF-934-R 
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Situation map 

• Location of rental vehicle 
on Friday 13 April 
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s2oo OF RENTAL 
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Connected to: 

-Smartphone 

(4G) 

-WiFi panel 
antenna 




TO 


WiFi panel 
antenna 
(covered) 


Bag with 
battery 


Computer 


Transformer 


Specialist equipment in vehicle 

• Setup for hacking WiFi connections 
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Schematische weergave 
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Victim 

WiFi 

Router 

* ft 



I □ a 

USB Smart Laptop 




12V 

Battery 



Power 

Stabilizer 
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WiFi panel antenna 

• Hidden under coat 
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Battery 




• Power supply 
for equipment 

• Purchased in 
The Hague 
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Operational modus operandi 


Cash money: 20.000 Euro's and 20.000 dollars 


1IIMH 






lll-l 

. 




pj 

■ 






Unclassified / For Official Use Only 


















































































































OPCW 

09-04-2018 I 

07:09:46 

https://www.qooqle.rU/maps/search/OPCW/@42.7111121,3.5078125,3z 

09-04-2018 I 

07:09:46 | 

Orqanization for the Prohibition Chemical Weapos 

09-04-2018 j 

07:10:16 j 

Organization for the Prohibition Chemical Weapos 

09-04-2018 I 

07:10:16 | 

https://www.qooqle.ru/maps/search/Orqanization+for+the+Prohibition+Chemical+Weapos/@42.7111121,3.5078125,3z 

09-04-2018 I 

07:10:16 I 

Organisation for the Prohibition of Chemical Weapons 

09-04-2018 I 

07:10:17 1 

Organisation for the Prohibition of Chemical Weapons 

09-04-2018 j 

07:10:17 

https://www. google. ru/maps/place/Organisation+for+the+Prohibition +of+Chemical+Weapons/@52.09096,4.2810983,17z/data = !3 
ml!4bl!4m5!3m4!ls0x47c5b0c7el5ee87f:0xfa7c7523f39a9e0c!8m2!3d52.09096!4d4.283287 

09-04-2018 
07:10:17 I 

Organisation for the Prohibition of Chemical Weapons 

09-04-2018 j 

07:10:27 1 

Organisation for the Prohibition of Chemical Weapons 

09-04-2018 I 

07:10:27 

https: //www. google. ru/maps/place/Organisation+for+the+Prohibition+of+Chemical+Weapons/@52.090136,4.281903,17z/data = !4 
m5!3m4!ls0x47c5b0c7el5ee87f:0xfa7c7523f39a9e0c!8m2!3d52.09096!4d4.283287 

09-04-2018 
07:10:27 | 

Organisation for the Prohibition of Chemical Weapons 

09-04-2018 I 

07:10:32 1 

Organisation for the Prohibition of Chemical Weapons 

09-04-2018 | 

07:10:32 1 

https://www.google.ru/maps/place/Organisation+for+the+Prohibition+of+Chemical+Weapons/@52.0900569,4.2822248,17z/data 
= !4m5!3m4! Is0x47c5b0c7el5ee87f:0xfa7c7523f39a9e0c!8m 2! 3d52.09096!4d4.283287 

09-04-2018 
07:10:32 | 

The Hague Marriott Hotel 

09-04-2018 I 

07:10:39 ! 

The Hague Marriott Hotel 

09-04-2018 I 

07:10:39 ! 

The Hague Marriott Hotel 

09-04-2018 I 

07:10:39 

The Haaue Marriot^Jotel 

09-04-2018 I 

07:10:39 | 


ittps:/ / www.google.ru/ maps/ place/The+ Hague+Marriott+Hotel/ @52.0900569,4.2822 248,17z/data = !4ml 2! Im6! 3 m5!ls0x47c5b0c 
7el5ee87f:0xfa7c7523f39a9e0c!2sOrganisation+for+the+Prohibition+of+Chemical+Weapons!8m2!3d52.09096!4d4.283287!3m4!ls 
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09-04-2018 
07:10:39 
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unwiredlqbs 

OpenCellid 



DATA 5TATS DOCS ENTERPRISE COMMUNITY StGN IN 


The world's largest Open Database of Cell Towers 



Locate devices without GPS, explore Mobile Operator coverage and more! 




Saarr.h Call Towort. 

uc: HI MB 

UHC A; _| 

UkZ 127513 i 

cmidT9“ 

Search 



3 
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9 


MCC 250 
MNC 2U 
LAC 77F1.1 
OO 1976 

Radio Type Lib 


UtflThU* 5S7257V5 
Longitude 3?.t>/42/2 
Range 1CCC m 


4 iiieifioier*:iib 

Created 2C1G 03 74 T 10:12:4* CCC2 
Updatart 2017-0! | a V CM7 


$ 


3 



a 
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911 Sill Xperia F 

HMi 

all 




















• Activated on 9 Ap 

>ril, t 

hrough cell tower in N 

loscow (GSf 

* 


ICC: ; 

250 

MNC 

: 2C 

) 


LAC: 27813 CID: 1 

9/b/9381 

) 
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MOSCOW STdT£ 
Pedagogical 
University 
Mrevoacxn/t 
De^arorH^KMiia 
rocvflosjo-ocfJMbm 
yH«e«pcMTeT 


llaMCTHMK rt 
VI CeMenoav 


IllKona 


Usadba Trubeisklkh 
V Khamovnikakh 

ycaflfcfia Tpy6et^n> 
8 X 3 M 0 BWK 3 K 


t Clinical 
l. Clinic... 

evreTCKao 

kWbHuua 


Hay , iMO-npaK-W 4 ?cvoe | 
C6 w»ctbo 


UoM-Mv3eti» n A-Kopena 


Usachovskiy Market 

VCO ICDCKHM pWHOK 


McDonalds 

VldKAundJiAC 


He ri>pn^ecKKi? Kcpnyc 

aaooAa «<oyM/K* 


Frunzenskaya^N 

OpyH3eHCKap^ 


Cell tower 


Pamyatmk 
Karandashu I Klyakse 

nawnTHMK 
Kar>aHj]3iJjy u> K/wce 


Pervyy Moskovskiy 
Khospis Imenl W... 

ilBpftHW MOCfcOaCKWM 
XOCITMC VIMSHU B.B . 


<9 Detskiy Tsentr 
f- Diagnostikil 

HrrrxnM: l^-crp 
flMO'^OCTHKM l' 


Hero Monument 
Yu dye Budanov ji 

rtaWflTNMX TcfXJIO 

lOpwc Byflotwoy 


Zolotoy Bonus 

3ono*r*t boff/r 


A privacy reminder from Google REMIND ME LATER 


Moscow State Academy 

of Choreography O 

MocKoacwan » 


Sign in 


REVIEW 


• Nearest cell tower to known GRU barracks at Komsomolsky Prospekt 20 
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From Nesvizhskiy Pereulok to Moscow Sheremetyevo airport 


Date: 10 April 2018 


McDonald's Q 

MaKAOHtmac ▼ 


8 - 495 - 205 - 63-39 


Mn LUarMHRH BeHMaMMH HapMMaHOBMM 

Aflpec perwcTpauMM: 125252. r. Mocraa, 
yn. 2-s necsaHad, fl. 3. kb. 128 
HHH 402900885856 
OrPHUn 313774628000948 
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yo • 20 
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-ft 
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nm ' 


3n<yfla / Starting point 


CS4/& /Y C'JT'C/C/ 2? A C A' 


Kyaa / Point of destination 
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floKa 3 aHMfl TaKcoMeTpa 
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] n poctom | — Jt -— 
jS&Crg/tSACQ/yr <0&/»*>£ 


g / OQ\- /^y6\ d£> Cjjst 
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1— 


_ J 
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Metwork Name 


Name 

Type 


First Connect 


Manag 

Last Connected ed 


DNS Suffix 


Gateway Mac 
Address 



'rofile GUID 


Location 

LAT/LON) 


Sheremetyevo Wi-Fi s 


IWireles 2016-09-17 

19:10:57 +00:00 


2016-09-17 
19:10:57 +00:00 


Unche 

eked 


<OTCyTCTB 

y e t > 


34-E9-B0-C9- 

1E-40 


7D30FD49-1E32-4618-8278- 
AFF127C2F288) 


Airport, Khimki, | 
Russia 


P Public 


Wirele* 
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s 2' 


016-09-20 
120:17:39 +00:00 


2016-09-20 
20:29:12 +00:00 


Unche 

eked 


00-90-OB-29- 
ausanne-palace .net 02-D7 


FC1F8A2C-7959-4C0A- 
AE0D-6ACAAA049420} 


Lausanne, 

Switserland 


Hotel Alpha-Palmiers 


Wirele* 
s 


s 2 i 


016-09-20 
121:26:51 +00:00 


2016-09-22 
08:59:34 +00:00 


Unche 

eked 


monzoon.net 


00-1A-A2-9F- 

9C-AE 


7E6EC1D0-6B1A-467E- 
A81D-DFFFF2375E69) 


Lausanne, 

Switserland 


s2' 


GMKLhotel 


017-12-16 
103:21:01 +00:00 


2017-12-22 
12:39:21 +00:00 


Unche 

eked 


ocaldomain 


90-E2-BA-58- 

ED-FB 


64746B9B-1 El 6-4366-AE08- 
38596037B691) 


Kuala Lumpur, 
Malaysia 



^immmmmmi 
Kt SS& 9 J J 


m< ss mi :*& k mt & :**:<*: mm mm 
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mmmmMMMMmmmmMMMmm 
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Opera web visits.csv:3274,https://www.google.ru/url?sa=t&rct=]&q=&esrc=s&source=web&cd=l&ved=0ahUKEwir7eaA0azaAhWTy 
Opera web visits, csv:09-04-2018 07:09:33, ??????????? ?? 7 i>?i>i > > ?7777 77777777777 7777 1 ?-? 
opera web visits. csv:356|, https://www.opcw. org/ru/| 09-04-2018 08:05:22,??????????? ?? ?????????? ??????????? ?????? 
Opera web visits. csv:393#!*I^W^*PPIwj^WB^^PW^admin/OPCW/Fact_Sheets/Russian/Fact_Sheet_3_-_OPCW_Structure. pdf 
opera web visits. csv:2999, https://www.google.ru/url?sa=t&rct=j&q=&esrc=s&source=web&cd=l&ved=0ahUKEwio7-7wxazaAhvsE 
opera web visits, csv: 09-04-2018 06:17:17, LABOR SPIEZ - SPIEZ LABORATORY, 0, LINK, , "d 

Opera web visits. csv:3001|https ://www.labor-spiez. chyfcnindex. htm,09-04-2018 06:18:16,LABOR SPIEZ - SPIEZ LABORATORY 
Opera web visits, csv:3012index, htm, 09-04-2018 06:20:00, LABOR SPIEZ - SPIEZ LABORATORY 

opera web visits.csv:3028,http://www.swissinfo.ch/eng/safety-assessment-_spiez-laboratory-aces-chemical-weapons-t 

opera web visits. csv:3029,https://www.swissinfo.ch/eng/safety-assessment-_s|piez-laboratory-aces-chemical-weapons- 

Opera web visits. csv:3271, http://www. swissinfo. ch/eng/safety-assessment— 

opera web visits.csv:3272, https://www.swissinfo.ch/eng/safety-assessment— f_spi ez-laboratory-aces-chemical -weapon|- 
opera web visits. csv:3931, https ://www. swissinfo. ch/eng/safety-assessment— 

Opera web visits.csv:3932,https://www.labor-spiez.ch/enindex.htm,09-04-2018 12:14:28,LABOR SPIEZ - SPIEZ LABORATORY 


Austrasse, 3700 Spiez, UJBeuuapMfl 

09-04-2018 07:03:01 

https://www.google.ru/maps/place/Austrasse / +3700+Spiez / +%D0%A8%D0%B2%D0%B5%D0%B9%Dl% 
86%D0%B0%Dl%80%D0%B8%Dl%8F/@46.6931311 / 7.6467636,19.05z/data = !4m5!3m4!ls0x478fadblff52 
0c9b:0xc55f8d818b681645!8m2!3d46.6913408!4d7.6432401?dcr=0 

09-04-2018 07:03:01 

https://www. google, ru/maps/place/Austrasse / +3700+Spiez,+%D0%A8%D0%B2%D0%B5%D0%B9%Dl% 
86%D0%B0%D1%80%D0%B8%D1%8F/@46.6931311,7.6467636,19.03z/data=!4m5!3m4!ls0x478fadblff52 
0c9b:0xc55f8d818b681645!8m2!3d46.6913408!4d7.6432401?dcr=0 

09-04-2018 07:03:01 

https://www.google, ru/maps/@46.6931311,7.6467636,19.03z?dcr=0 

09-04-2018 07:03:07 

hotels 

09-04-2018 07:03:14 

https://www.google, ru/maps/search/hotels/@46.6931311,7.6467636,19.03z?dcr=0 

09-04-2018 07:03:14 


Target: Spiez Laboratory 

• Train tickets to Bern 

• Online searches for Spiez laboratory 

• Google-maps print-outs of Russian diplomatic facilities in Bern 
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02GANG 02RAAM 


EUR 


Train tickets toiSwitzerland 


Departure from Utrecht for Bern 


Planned 


2018 


IR ONR:ECTDHXS 

C AC ASM 


Den Haag 


849830067650 

AWC 

tJ04lf «l}7 


Passagiorsiljsl: 


Naam 


Soin»kov 

Minin 

Serebriakov 

Morenets 


Voornaam 
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